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In the mid-1990s, the architects at the 
Internet Engineering Task Force (IETF) 
foresaw a need for a next-generation 
standard and embarked on a journey to 
improve the Internet protocol, the Inter-
net’s foundation. 

Nearly a decade after Internet protocol 
version 6 (IPv6) was finalized, the net-
working industry has yet to embrace the 
new standard. Instead, the industry has en-
gaged in a debate concerning the benefits 
of our current standard, Internet protocol 
version 4 (IPv4), and the technological and 
business advantages for upgrading. 

On January 19, 2010, the Number Re-
source Organization added fuel to the 
fire, announcing that more than 90% of 
IPv4 addresses have been allocated. Most 
experts agree that the crop of IPv4 address 
will run out by 2012, if not before. 

Although the exact timing can be de-
bated, the solution is clear; in order to 
ensure that the Internet continues to 
function and grow from a content and 
user perspective, the network must be 
upgraded to run on IPv6. 

At this critical juncture, let’s examine 
what IPv6 can offer, what transition 
methods are available, and how the next-
gen standard will impact the rural Inter-
net service provider (ISP) marketplace. 

How IP Works

In 2001, Dave Lowe authored an intro-
ductory ePaper on IPv6, at the time a 
relatively new standard. 

To recap, the Internet protocol suite is 
the set of communications rules which 
govern communication between com-

puters across the Internet and other 
similar networks. Without these rules, 
the Internet could not function properly. 
The communications suite is commonly 
known as TCP/IP, named for two of the 
most important protocols in it: the trans-
mission control protocol (TCP) and the 
Internet protocol (IP).

When information is sent over the In-
ternet, the message is divided into small 
segments called packets. Each packet con-

tains the sender’s Internet or IP address, 
the receiver’s IP address and the data to 
be sent. Routers along the Internet read 
the destination address contained in each 
packet and forward the packet to the next 
logical router, until the destination router 
recognizes the packet as belonging to the 
receiving computer/server found within 
its immediate network or domain. 

Each packet carries only part of the mes-
sage, traveling independently of all other 
packets, and can take different paths or 
routes along the Internet to reach the re-
ceiving computer. Consequently, packets 
may arrive in a different order than which 
they were sent. 

The rules governing the delivery of packets 
are known as IP. TCP helps to reassemble 
packets at the receiving computer in the 
same order they were sent. TCP also pro-
vides important management functions, 
detecting problems with the transmission. 

IPv4

IPv4 is forth generation of IP, and also the 
first version of the protocol to be widely 
deployed across the Internet and in use 
today. In order to accommodate a large 
number of hosts but not waste too much 
space in the packet overhead, the develop-
ers of IPv4 designed the protocol to use 
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32-bit addresses, and, as a result, it can 
support around 4 billion IP addresses. 

Although this sounds like a large pool, 
it’s quickly being exhausted. In order to 
transmit and receive data on the Internet, 
every device must have an IP address. 
As smartphones, gaming consoles, and 
WiFi-enabled devices such as a cameras, 
home alarm systems and even refrig-
erators become commonplace, the pool 
of unallocated IPv4 addresses is quickly 
dwindling. 

IPv6

Designed as an upgrade, IPv6 uses a 128-
bit addressing scheme and can support 
many, many billions of IP addresses—2 
to the 128th power, or roughly 34 fol-
lowed by 37 zeros.  

When we talk about making the switch 
to IPv6, typically the discussion revolves 
around the available address space, often 
perceived as the one significant reason to 
upgrade. According to the Internet So-
ciety (ISOC)—the organizational home 
for the groups responsible for Internet 
infrastructure standards, including the 
Internet Engineering Task Force (IETF) 
and the Internet Architecture Board 
(IAB)—the main advantage of IPv6 is 
that it provides a much larger address 
space. ISOC also maintains that as a more 
recent protocol, IPv6 has a few design 
improvements over IPv4, particularly in 
the areas of auto configuration, exten-
sibility, security, mobility and expanded 
routing. These features will be touched 
upon in the next few sections. 

Auto Configuration 
 
In an IPv4 world, every Internet-enabled 
device must be assigned a unique IP ad-
dress, either by manual configuration, an 
error-prone and time-consuming task, 
or, more commonly, by using dynamic 
host configuration protocol (DHCP). 
In DHCP a client sends a broadcast 
request for configuration information. 
The DHCP server receives the request 
and responds with information from  
its database.

In an IPv6 world, DHCP is not necessary. 
Instead, a device can auto configure its 
own IP address. There is a mechanism 
whereby routers disseminate router ad-
vertisements that contain the upper 64 
bits of an IPv6 address. The host com-
bines this  prefix information with either  
its physical, media access control (MAC) 
address (a unique identifier assigned to 
network interface cards by the manu-
facturer), or a private, random number, 
to generate the lower 64 bits itself and 
create a valid, unique IP address. 

Looking toward the future, as more resi-
dential devices become Internet-enabled, 
auto configuration will save valuable 
time and expense. 

Extensibility

IPv6 header has been designed in a way 
to speed up the routing process. In com-
parison with IPv4, the packet header is 
much simpler, with a fixed length of 40 
bytes. Rarely used fields have been re-

located to separate add-on or extension 
headers, which are only inserted into the 
packet header if they are needed. 

There is a basic set of six extension 
headers, and the protocol allows for ad-
ditional extensions without altering the 
basic header. Extensions may include 
quality of service (QoS), mobile IPv6 and 
security options such as IPsec. QoS is of 
course important for real-time applica-
tions such as video and voice. 

The simplifications to the packet header 
enable routers to process and forward 
packets faster and more efficiently, im-
proving overall network performance.

Security

IPsec is a protocol suite for securing end-
to-end communications. It authenticates 
and encrypts each individual packet of a 
data stream, and can be used to protect 
all types of application traffic across the 
Internet. 

IPsec support is mandatory in IPv6; this 
is unlike IPv4 where it is optional, but 
usually implemented. Most experts agree 
that including mandatory support for 
IPsec in the base specifications for IPv6 
is an improvement, but the mere pres-
ence of IPsec does not mean that IPv6 is 
more secure than its predecessor.  

Mobility

IPv6 was developed with mobile comput-
ing in mind. The auto configuration fea-
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ture native to IPv6 assists with network 
and device mobility. 

In an IPV4 world, relocating a subnet (a 
small division of the network) to a new 
router connection point is a significant 
undertaking. The network administrator 
must re-number the IP addresses of each 
displaced host. In an IPv6 world, subnets 
can be relocated with a minimal amount of 
administrative effort. The network admin 
simply changes a few router prefixes, and 
then each host configures its own IP ad-
dress. The auto configuration feature of 
IPv6 also allows for easy connection of 
a handheld device when moving to or 
roaming on a foreign network. 

The mobile IPv6 standard employed by 
mobile devices avoids the triangular rout-
ing trap. In triangular routing, packets that 
are sent to a mobile device (a.k.a. node) are 
first routed to the mobile node’s home 
subnet and then forwarded to the device 
at its current location. However, packets 
that are sent from the mobile node are not 
handled in this way, but are instead sent 
straight to their final destination.

This may lead to problems as the source 
address of the packet will be the home 
address of the mobile node, not the care-
of address assigned to the device on 
its guest network. Unlike mobile IPv4, 
mobile IPv6 avoids this triangular rout-
ing downfall, and is more efficient than 
its mobile IPv4 predecessor. 

Expanded Routing

IPv6 has expanded routing capabilities 
which assist with the efficient delivery 

of packets and save valuable network 
resources in the process. IPv6 specifies 
several types of addresses assigned to a 
network device or host, including uni-
cast, anycast and multicast.  

A unicast address identifies a single 
network interface, and is used when two 
hosts communicate directly with one 
another. Unicast addressing is common 
in all IP standards. 

Anycast refers to addressing from one 
host to the nearest of multiple hosts. The 
advantage is that any of the recipients 
can forward the packets to other hosts, 
thus speeding the transmission. Anycast 
addressing is unique to IPv6.

Multicast is a group address. Oftentimes 
it’s more efficient to send a message to a 
group, versus tying up network resources 
broadcasting the message. Multicast is 
part of the base specifications of IPv6; 
in IPv4 multicast is optional, although 
often implemented. Multicast addresses 
are useful when several hosts simultane-

ously need to receive the same informa-
tion, such as live video broadcasts. 

Each of these address types also has a 
scope, which specifies in what part of the 
network it is valid and unique. The scope 
can be limited to the node, link, site or 
global network. 

Node-local addresses are valid only on 
the local node. An example is a loop-
back address contained in packet com-
muniqués. 

Link-local addresses are used to com-
municate over a single physical or logical 
network. Their function is for internal 
housekeeping reasons.

Site-local addresses are private addresses 
used only within the local network. Site-
local addresses are the IPv6 equivalent 
of RFC 1918 private addresses in an IPv4 
world, such as 192.168.0.0, 172.16.0.0 and 
10.0.0.0. These are the primary addresses 
which have enabled network address 
translation (NAT) to function. (NAT is 
discussed in the next section.) Site local 
addresses cause pain for the developers of 
applications, the designers of routers and 
network administrators. As a result, the 
IETF has deprecated their use, although 
this does not prevent their continued use 
until a replacement has been standard-
ized and implemented.

Finally, a global unicast address provides 
a globally unique, public IP address. 
These are only a few of the special address 
types contained in the IPv6 specifica-
tions, designed to enhance the efficiency 
and speed of communication.
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What about NAT?

Despite these advantages many IT pro-
fessionals question the need for IPv6, 
and maintain that the only real, concrete 
business driver for upgrading to IPv6 is 
the lack of IPv4 addresses. This problem, 
they maintain, can be resolved by rely-
ing on tools which conserve public IP 
address, such as DHCP and NAT. The 
central and failing tenant of this argu-
ment is that despite widespread use of 
said conservation techniques, the Inter-
net is still quickly running out of version 
4 addresses. NAT also violates the basic 
design principle of IP end-to-end con-
nectivity across the Internet, creating an 
additional level of complexity within an 
operator’s network.

Despite these drawbacks, NAT has value 
to the version 6 transition process. With 
NAT a single, public IP address is shared 
between many private IPv4 address. NAT 
is traditionally implemented at the edge of 
the network, within the customer’s router 
or firewall, where it translates between pri-
vate IPv4 addresses within the customer 
network, and one or a few public addresses 
assigned by the network provider which 
interface with the Internet. 

NAT has since migrated further inside 
the network. Large-scale or carrier-grade 
NAT (CGN) is implemented within the 
service provider’s network. It also trans-
lates between private and public IPv4 
addresses; the private side of the CGN 
faces the end-user. CGN enables service 
providers to conserve IPv4 addresses 
by assigning customers private address 
rather than public, globally unique IPv4 

addresses. Although NAT cannot over-
come IPv4 address exhaustion, CGN is 
often used alongside a variety of tran-
sition techniques, discussed below, to 
assist with a smooth transition between 
the standards. 

Interoperability

Upgrading to IPv6 is an expensive and 
time consuming endeavor. Despite the 
advantages numerated above, most car-
riers and enterprises do not see a driving 
business advantage for a forklift over-
haul to IPv6. Instead the Internet com-
munity—network providers, application 
and content providers, and device manu-
facturers—is undertaking a gradual 
transition to IPv6. The end-user also can 
migrate to IPv6 independently, without 
coordinating with his ISP. This creates 
a complex transition period where IPv4 
and IPv6 hosts must interoperate with 
one another. 

The Internet engineering community 
had intended to make IPv6 backwards 
compatible with IPv4, but leaders of the 
IETF admitted to Network World in 
March 2009 that the transition process 
is less than seamless. IPv6 developers did 
not foresee that some legacy devices and 
applications would never be upgraded to 
IPv6, and some Internet websites may 
not have enabled public IPv6 access. 
The IETF is working to standardize ad-
ditional techniques to assist with the 
transition. 

Currently, there are three main catego-
ries of transition techniques: dual-stack, 
tunneling and translation. Dual-stack 

techniques allow IPv4 and IPv6 to co-
exist in the same host. The system runs 
both IPv4 and IPv6 simultaneously, side-
by-side, so it can access version 4 appli-
cations using its IPv4 stack, and version 
6 applications using its IPv6 stack. 

Dual-stacking is probably the easiest 
and most widely used transition tech-
nique, but it requires that the host have 
both a public IPv4 and a public IPv6 ad-
dress. Further, in order for this method 
to single-handedly guide us through 
the transition, every host must be dual-
stacked.

Tunneling was traditionally designed 
to support IPv6 traffic over legacy, IPv4 
infrastructure. IPv6 packets are placed 
inside IPv4 packets, transmitted across 
the IPv4-only part of the network, and 
then the IPv4 portion is removed and the 
packets continue on their way over IPv6. 

Comcast is championing a new transi-
tion technique called dual-stack lite, an 
extension of the tunneling concept. In 
dual-stack lite, IPv4 packets are encap-
sulated in IPv6 to traverse IPv6-only 
parts of the service provider network. At 
the consumer’s premises, a home gate-
way must support the technique by en-
capsulating the packets. On the service 
provider end, a CGN decapsulates the 
packets, and enables many dual-stack 
lite clients to share a single IPv4 address. 
Tunneling techniques allows operators 
to incrementally deploy IPv6.
 
Translation, the third category of tran-
sition techniques, enables an IPv6-only 
host to communicate with an IPv4 host, 
or when a portion of the network can 
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only carry one IP version. Some transla-
tors work at the NAT level, translating 
all packets of one version to packets of 
another version. Other translators are 
application level gateways (ALG) which 
only convert packets belonging to certain 
applications. The presence of translators 
creates bottlenecks, slowing down trans-
mission. As such the other two types of 
transition technique often are preferred 
over translation methods. 

Rural Telco Implications

The American Registry for Internet Num-
bers (ARIN) allocates blocks of IP addresses 
to Internet service providers within North 
America and parts of the Caribbean. In 
the case of small service providers, state-
run fiber networks typically receive large 
blocks of IP addresses from ARIN, divide 
them up and distribute them to local 

telcos. In turn, the local network provider 
assigns IP addresses to end-users. 

Iowa Network Services (INS) operates a 
statewide network which supports 147 
independent telephone companies and 
cooperatives in Iowa, and acts as liaison 
between ARIN and its members. INS 
Planning Engineer Maury Malone has 
developed a plan to coordinate the ver-
sion 6 transition effort with its member 
ISPs. INS is taking a phased approach 
which includes education, engineering 
and implementation. 

“Right now we making our members aware 
of the impending transition, and reviewing 
their current infrastructure to determine if 
its supports v6 connectivity,” Malone said. 

The availability of equipment is essen-
tial to the transition efforts. Malone 
acknowledged that not every device will 

Unintended securi t y wholes sur face wi th any new s tandard. Here are t wo of the most 

impor tant considera t ions for rural ISPs. 

In an IPv4 network, NAT is almost always implemented to conserve public IP addresses. The 

device also acts as a simple (and perhaps unwanted) firewall, blocking incoming sessions. But in 

an IPv6 set ting, where addresses are plentiful, NAT is not needed, and without its presence there 

is no automatic protection from outside applications initiating incoming sessions. It ’s important 

to educate your customers that a firewall is a necessary security practice; it will allow outgoing 

connections and return traf fic, but bar incoming, unauthorized connections. 

As noted in the Interoperabili t y section, end-users can upgrade to IPv6 independently of one 

another, and without coordinating with their ISPs. Tunneling is a key transition method that 

may already be occurring over your network, allowing IPv6 packets to masquerade as IPv4. 

Tunneling also opens up key securit y vulnerabili t ies. I f ISPs are not monitoring the pathway 

it may be used as an avenue of at tack.

IPv6 Presents New Security Issues
need to be upgraded to support the new 
standard. For instance, Ethernet enables 
both v4 and v6. However, routers are a 
key component to the transition as they 
will need to support both standards.

INS is internally deploying IPv6 on 
its core network in order to gain vital 
knowledge and practice with the new 
standard. “In many ways it remains to 
be seen how this overlay of v6 traffic 
will affect our member’s broadband 
subscriber access networks,” Malone 
said. “This is where we need to acquire 
operational experience.” 

Wisconsin Independent Network LLC 
(WIN) Manager of Internet Operations 
Jon Kable is likewise engaged in the version 
6 transition process for his state-run fiber 
network. Kable’s year-end goal is to set-up 
a test network at each of its ISP member 
sites. One of the primary objectives is to 
test legacy consumer networking equip-
ment, particularly modems and WiFi rout-
ers which often are not IPv6 compatible. 
Most modern computer operating systems 
are set up for dual-stack operation, but 
manufacturers of home networking equip-
ment have not been as forward thinking. 
In order to access IPv6 content and ser-
vices, the end-user must ensure that his 
home networking equipment and devices 
support the new standard.
 
Equally as important as coordinating 
downstream, state networks and rural 
ISPs need to orchestrate with upstream 
bandwidth providers. INS has ap-
proached its tier-one backbone providers. 
“Most of them have plans for a version 6 
transition, and several have just begun 
to offer IPv6 end-to-end connectivity,” 
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Malone reported. “Unfortunately v6 is 
not deployed evenly across the tier-one 
networks; if the provider has native v6 
support available, it’s in large metropoli-
tan areas, as opposed to remote popula-
tions.” INS is looking to acquire a circuit 
to the next state in order to connect with 
a version 6 backbone. 

One of the biggest issues with IPv6 is a 
chicken and an egg scenario, or, as Kable 
described it, “a dog chasing its tail.” It’s 
difficult to motivate consumers and 
network providers to transition to IPv6 
without providers offering content in the 
new standard. According to Kable, there 
are greater than 300,000 entries in the 
IPv4 routing table, and, in comparison, 
less than 3,000 IPv6 entries. But this is 
quickly changing as a growing number 
of websites including eBay, Facebook, 
Google, NetFlix, Yahoo, YouTube, Mi-
crosoft and Wikipedia are adding IPv6 
support. (Network World has more.)

WIN and INS both foresee a transition 
period where version 4 and version 6 
content will be available. WIN is plan-
ning for a dual-stack transition, where 
customers will run both standards si-
multaneously. “IPv4 is not going away 
anytime soon,” Kable said. “End-users, 
particularly legacy version 4 users, will 
be able to access version 4 and version 6 
content for many years to come. But until 
the content moves it’s not necessary to 
move our customers to dual-stack.” 

Left unspoken is the notion that this is all 
a house of cards, predicated on the con-
tinued availability of version 4 addresses. 
Neither state-run network has encoun-

1.	 Educa te yoursel f.  V isi t  ARIN ’s IP v6 Wiki. 

2 .	 Open a dia logue wi th your backbone provider. 

3.	 Update ou tda ted equipment in your cent ra l of f ice wi th IP v6-ready devices, opera t ing 

sys tems and applica t ions

4.	 Ensure tha t the home ne t working equipment you are providing to end-users is IP v6 

capable. Tes t your cus tomer ’s equipment , including modems and WiFi rou ters

Resources

American Regis t r y for In terne t Numbers (ARIN) 

ARIN IP v6 Wiki

Ars Technica Guide to IP v6

In terne t Engineer ing Task Force 

In terne t Socie t y ( ISOC)

Net work World Guide to IP v6 Guide

Net work World Review of Carr ier-Grade/ Large -Scale NATs 

Considerations for Rural ISPs 

tered problems receiving IPv4 addresses, 
but both INS and WIN have observed 
ARIN tightening its policies, perhaps a 
nod to the finite version 4 resources. 

Malone and Kable agree that the one 
compelling reason to transition to IPv6 
lack is the lack of available address space 
in an IPv4 world. Once the transition has 
taken place, IPv6 will save valuable admin 
resources by streamlining address al-
location. Kable explained that in an IPv6 
world, an ISP can obtain more than 65,000 
addresses at one time. This is in striking 
comparison to the current state of affairs 
where IPv4 addresses are in steep demand, 
and only assigned to ISPs and end-users 
sparingly. “Because of the lack of IPv4 ad-
dresses, WIN has set an internal policy, 
not to assign more than 510 addresses to 
any one segment at a time,” Kable said. “So 

if an ISP uses those up, we have to go back 
and re-assign more.” This is a time inten-
sive task for all involved.
 
As additional hosts, network operators and 
content providers transition to IPv6, it’s 
important for network administrators to 
understand the next-generation standard, 
and embark on a transition plan. “It’s a 
matter of being prepared,” Kable said. “We 
didn’t want to wait until the thirteenth 
hour to make our transition plan. Version 6 
is coming, perhaps sooner than later.”

Malone added that the best advice he can 
give to other ISPs and state networks is to 
gain operational experience with version 6 
and begin a phased transition approach as 
soon as possible. “The goal is to make the 
v6 transition transparent to the end-user, 
and eliminate the pain on his end.”
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https://www.arin.net/
http://www.isoc.org/educpillar/resources/ipv6.shtml
http://tools.ietf.org/wg/ipv6/
http://arstechnica.com/hardware/news/2007/03/IPv6.ars
http://www.networkworld.com/community/node/45776
http://www.networkworld.com/news/2009/073009-ipv6-guide.html

